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What are your rights?

In this leaflet we explain your rights, as a user of Council services.

Your Information rights are:

1. The right to be informed about how your information will be used.
2. The right of access to your personal information.

3. The right to rectification, which is the right to require the Council to correct any
inaccuracies or omissions.

4. The right to request the erasure of any personal information held by the Council
where the Council no longer has legal reason to hold the information.

5. The right to request that your information is only processed in certain ways.
6. The right to object to the Council processing your personal information.

You also have the right to complain to the Council’'s Data Protection Officer and the
Information Commissioner’s Office if you are unhappy with the way the Council has
processed your personal information.

These are not absolute rights and there may be circumstances where the Council is
legally obliged to process your information in a particular way.



1. How will your personal information will be used?

W e keep personal information about you for a variety of reasons, for example in
order that we can:

= Provide you with the services you require.

< Provide you with up to date information about these services and the most
appropriate service for your needs.
» Collect Council Tax and rent.

« Assess the correct level of benefit for your needs.

The information about you is also used to maintain a record of any help provided
in order that we can look at it from time to time to see if it is still what you need and to plan
for any changes. The personal information you provide may also be shared with other

agencies involved in the provision of services to you, and between different services of the
Council.

Your personal information will be processed by Stevenage Borough Council
You can contact the Council on 01438 24222 or email: csc@stevenage.gov.uk

What sort of information do we hold?

The personal information held will depend on the service being provided. Basic
information includes your name and address, age, date of birth, sex, next of kin and a
note of the service provided. Decisions regarding the provision of the service and any
meetings between you and the section of the Council providing the service may appear
on records.

Other more sensitive data may also be held. Depending on the needs of the service
being provided such data may include, for example, details of a person’s physical or
mental health, disabilities and racial or ethnic origin. Data relating to specific services
include:

« The level of payment and the current state of an account — Council Tax.
« Property details and the extent of proposed alterations — Planning Services.
« Health and disability information — Housing Services



Who do we share information with?

W e will only share information where we either have your consent, a statutory right to do
so, or are permitted for specified purposes under data protection laws.

The Council is legally obliged to share certain data with other public bodies such as
HMRC and will do so where the law requires this; the Council will also generally comply
with requests for specific information from other regulatory and law enforcement bodies
where this is necessary and proportionate. Information is also analysed internally to
provide management information, inform service delivery reform and similar purposes.

Transferring our information outside the UK or European Union

The Council will not transfer personal data outside either the UK or the European Union
unless this cannot be avoided. The Council will only transfer data outside the UK and the
EU when it is satisfied that the party which will handle the data and the country it is
processing it in will provide adequate safeguards for personal privacy. On the occasions
when it does transfer your information outside the UK or the EU, the Council will inform
you.

How do we keep the information and who is responsible?

Information is kept on secure computer systems and in secure manual filing systems.
Maintaining the record and keeping it secure is the responsibility of the Council service
providing the services you receive. All our employees are required to comply with our
Data Protection Policy.

Are the records confidential?

All our employees agree to a confidentiality clause when they start work with us. This
includes respecting the right to confidentiality and ensuring that information about you is
only used and given to others for the purposes of the service being provided. Care is
taken to ensure that third parties cannot access the information without permission and
that data about you is not disclosed, to third parties or others, unless we are legally
obliged to or if you provide your consent.

How long are records about you held?

The Council will only keep your information for as long as necessary. Full details of how
long the Council usually retains your information can be found in the Council’s Retention
and Disposal Schedule which is published on the Council’s website. However, there
may be circumstances where we may need to keep your information for longer. Once
the Council no longer needs to keep your information, it will be securely destroyed.



Profiling and automatic Decision making

The Council does not use profiling or automated decision-making processes. Some
processes are semi-automated (such as anti-fraud data matching) but a human decision
maker will always be involved before any decision is reached in relation to you.

2. How do you ask to see your information?

You should submit a request in writing to tell us which records you would like to see. It is
helpful for us if you use the Data Protection & Information Rights Form that is attached to
this document as Appendix 1. If you have difficulty with the form, please let us know and
we will try to help.

The form sets out all the information we need from you to help us process your
request. Sometimes we might need to get in touch with you to ask you to be more
specific in order to reduce the time and effort we spend in getting your information.

Who will handle your Subject Access Request?

The FOI team will support coordinating the response to your request in liaison with the
Records & Information Governance Manager and Council’s respective service teams.

If a member of staff receives a subject access request they will forward details of that
request to the dpa@stevenage.gov.uk mailbox immediately. This will help the Council
respond to you as soon as possible.

What information will you receive?

Copies of the personal information you have requested on both our computer and
structured manual record systems. Structured manual record systems are those where
the information about you is readily accessible whether itis by name, reference number
or some other means of identification. You will also be given a description of the
purposes for which we process your data, a list of those to whom we may disclose the
data and information about sources where this is available.

What information might we withhold?

There are some occasions where we will refuse to disclose information you have
requested. For example:

- If the information on your record identifies other people, then usually we will not
disclose their identity without their consent.

« If disclosure of the information might lead to serious harm to the physical or
mental health of the data subject or any other person.

- If it would hinder the prevention and detection of crime, fraud or the prosecution
or apprehension of offenders to provide it.
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- If the information is confidential because it was provided in the context of legal
privilege or a solicitor/client relationship.

» If the information requested refers to someone who is now unable to manage their
own affairs and we are satisfied that, at the time the information was given, they
would not have wanted it to be disclosed to you.

« If there is any other legal obligation not to disclose the information.

Can you see information about members of your family or any other person?
You will not normally be able to see information about other people unless they have
given their consent. This includes information about members of your family.

You can make a request on behalf of someone who is unable to manage their own
affairs and you have been appointed by a court to do so. We will normally require to see
proof of such entittement.

If you are a parent of a child still at school you have a right of access to your child’'s
education records although we will consider each request on its own merits.

You may apply to see the social work records of a child aged under 16 who does not
have sufficient understanding to make their own request and for whom you have parental
responsibility.

How will you be given the information?

You will usually be provided with a copy of your information to keep. This may be a
printout of the information from the computer system or a photocopy of your manually
held record.

W here we cannot provide you with your own copy of the information (due to the
amount of information for example) you will be invited to attend one of Stevenage
Borough Council’s offices to view the information.

If you have difficulty in understanding any of the contents you may ask a member of staff
for assistance.

Will you be charged a fee for information provided?

No, there is no charge for the information.

How long does it take to provide you with the information?

W e must respond to your request within 1 calendar month, unless your request is very
complex when we may extend the deadline by another 2 months, which we’ll let you
know if an extension applies. However, this period does not begin until we:

« Are satisfied about your identity.



- Are satisfied with the validity of your request.

» Are satisfied with the form of authority provided, if the request is made on behalf of the
data subject.

» Have enough details to locate the information which you are seeking.

What should you do when you get the information?

You should check it to ensure that you have received all the information to which you are
entitled and to make sure it is correct.

What do you do if you think you have not been given all the information
you asked for?

You can make a complaint to the Council’s Data Protection Officer and, if you are not
satisfied with the response, to the Information Commissioner’s Office. Please see
Section 7 below

Stevenage Borough Council will respond to your request within 1 calendar month, unless
the request is numerous or complex, in which case the response may be extended by a
further 2 months. If an extension is required you will be notified of this within the initial
month.

However, this period does not start until the Council is:
+ Satisfied about your identity.

« Satisfied with the form of authority provided, if the request is made on behalf of the data
subject.

» Satisfied with the validity of your request.

* Have enough details to locate the information which you are seeking.



3. What do you do if information held about you is
incorrect?

You should tell the Council service that the data is incorrect and ask for corrections to
be made. It is helpful for us if you use the Subject Access & Information Rights Form at
the end of this document. We will need to be satisfied of your identity and the form
explains what evidence we will need from you. The Council service will aim to let you
know if

they have or have not corrected the data within a calendar month of you asking them to
do so. If the service does not agree that the information is incorrect you can ask

us to record your disagreement on the record itself.

If the service does not correct the information you can make a complaint to the
Council’'s Data Protection Officer. If you are not satisfied with the response from the
Data Protection Officer, you can make a complaint to the Information Commissioner’s
Office. Please see Section 7 below.

You also have a right to apply to the court to have inaccurate data rectified, blocked,
erased or destroyed. This right extends to any other personal data which contains an
opinion about you based on the inaccurate data.



4. Your right to erasure or the ‘right to be forgotten’

You have the right to have your personal data erased in certain circumstances,
including if:

« The personal data is no longer necessary for the purpose which the Council
originally collected or processed it for.

» The Council is relying on consent as the lawful basis for holding the data, and you
withdraw your consent for the Council to hold your information.

« The Council has processed the personal data unlawfully.

To make a request for erasure, please send a request in writing to the Council. It is
helpful for us if you use the Subject Access & Information Rights Form at the end of this
document. We will need to be satisfied of your identity and the form explains what
evidence we will need from you. W e will write to you within a calendar month to let you
know if we can

comply with your request.



5. Your right to ask the Council to restrict how your
personal information is used
You have the right to restrict how the Council uses your personal information in

certain circumstances. This is an alternative to requesting the erasure of your
information.

You have the right to request that the Council restricts the processing of your
personal information in the following circumstances:

* You contest the accuracy of the information held about you and we are still
investigating whether the information is accurate.

= Your information has been unlawfully processed by the Council, but you do not
want us to erase the information, just restrict how we use it.

< We no longer need the personal data, but you ask us to keep it to establish,
exercise or defend a legal claim.

* You have objected to us processing your information and we are still considering
whether we are able to comply with your request.

If you want us to restrict the use of your information, please write to us using the Subject
Access & Information Rights Form at the end of the document and we will write to you
within a calendar month to let you know if we think we can comply with your request.
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6. Your right to object to the use of your personal
information

In some circumstance, the Council has a legal obligation to carry out an activity, such
as collecting Council Tax. To collect the Tax, we need personal information about you
and, because we do not have a choice about whether to process your information for
this purpose, you do not have the right to object to our use of your information.

In other circumstance, in carrying out its public duties, the Council will use the information
of individuals. In cases such as these, you have the right to object to how we use your
information.

W e must comply with your request unless:

« We can demonstrate compelling legitimate grounds for the processing of your
information, which override your interests, rights and freedoms; or

- The processing is for the establishment, exercise or defence of legal claims.

If you want to object to the use of your information, please write to us using the Subject
Access & Information Rights Form at the end of the document and we will write to you
within a calendar month to let you know if we can comply with your request. While we
are investigating whether we can comply with your request, and we are able to, we will
suspend the processing of your information.
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7. Rightto complain

If you are unhappy with the way the Council has processed your personal information
you have the right to complain. Any complaints regarding your data should be
addressed to the Data Protection Officer (see below). If the matter is not resolved, you
can contact the Information Commissioner's Office.

Data Protection Officer

The Council’s Data Protection Officer is the Information & Records Governance
Manager. You can write to the Data Protection Officer at Stevenage Borough Council,
Daneshill House, Danestrete, Stevenage, SG1 1GN or telephone on 01438 222422 or
send an email to dpa@stevenage.gov.uk

Further information is also available from the Information Commissioner website.

Document Control Sheet

Review/Approval History

Date. Name. Position. Version Approved.
May 2018 Information & 1.0

Records

Governance

Manager
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BOROUGH COUNCIL

Subject Access & Information Rights Form

You can use this form to exercise your Information Rights. The completed form should
be returned to: Data Protection Team, Stevenage Borough Council, Daneshill House,
Danestrete, Stevenage, SG1 1GN.

If you have any questions please call 01438 242218 or email: dpa@stevenage.gov.uk

Part 1: Personal Details of Data Subject (individual whose data is being
requested)

Forename:

Surname:

Date of Birth:

Address:

Postcode:

Daytime telephone number:

E-mail address:

Part 2: Nature of information request

Nature of information request Tick the one that
applies

Access to my personal information

Correct an error (rectification)

Erasure (‘right to be forgotten’)

Restrict use of my information

Object to the use of my information
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Additional Information
Please provide information about your request, such as:

- What information you want access to?

= Which error needs correcting and how?

- What information you want erasing and why?

- How you want the use of your personal information restricting? Or
- What use of your information do you object to?

Part 3: Request Details

Stevenage Borough Council uses personal data for a number of purposes. Please
tick the box next to the service(s) that relates to your request. If it is not listed write in
beside

‘Other’.

Service. Tick. In connection with:

Housing Services- Please select the team area from below:

Tenancy Services

Tenancy Support

Home Ownership

Housing Advice &
Homelessness

Lettings

Supported Housing

Housing Investment

Constitutional Services

Engineering Services

Environmental Health
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Garage Management
Services

Service.

Tick.

In connection with:

Constitutional Services

Engineering Services

Environmental Health

Garage Management
Services

Constitutional Services

Engineering Services

Service.

Tick.

In connection with:

Legal Services

Environmental Health

Licensing

Planning & Planning Policy

Customer Focus

Customer Service Centre

Estate Services (incl.
Housing Development)

Community Safety Team

Finance

Regeneration

Stevenage Direct Services
(Repairs)

Electoral Services

Human Resources

Other (please specify):
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Part 4: Additional Information

Please provide any additional information that you think may assist us to focus our
search for your information (e.g. it would be helpful if you could state the names of
any officers with whom you are or have been in contact and whether your request
relates to particular issues or incidents and/or dates)

Additional Information:

Part 5: Proof of Identity

For reasons of security, the Council requires proof of your identity before it will
process this request and release personal information.

Are you the Data Subject?

Yes. | You must provide proof that you are the Data Subject in the form of two
documents which prove your identity. This could include: a passport, driving
licence, recent utility bill or bank or credit card statement. At least one of the
documents must contain your signature and one your current address. If your
name is different from that shown on the documents you must also supply
documentary evidence to confirm the change of name, for example a
Marriage Certificate.

No. If you are not the Data Subject and are acting on their behalf with their
written authority, that authority must be enclosed with this request form
together with evidence of your identity and that of the Data Subject.

You may supply the documents by presenting them in person. If making your
application by post, we recommend using recorded delivery post.

Please note: The Council does not accept any responsibility for any lost or
damaged documents that are sent by post. Applicants that send documents
by post do so at their own risk.

The Council will return all received original documents by recorded delivery
post.
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Part 6: Data Subject Declaration

| wish to exercise my rights under Data Protection legislation as | have indicated in
Section 2

| certify that the information | have provided in this application form is true.

| confirm that | am the Data Subject and not someone acting on their behalf.

Signature:

Date:

Part 7: Declaration of Agent for the Data Subject

This section is only to be completed if someone else is acting on behalf of the Data
Subject.

| confirm that | am acting on behalf of the Data Subject and have submitted proof of
my identity and my authority to do so.

Forename.

Surname.

Address.

Postcode.

Daytime telephone number.

Email address.

Relationship.

Signature.

Date.

The information provided by you on this form will only be used to process your
Subject Access & Information Rights request. Council staff may have to
contact you to clarify your request or to check your identity.
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However, this period does not start until the Council is:

Satisfied about your identity.

Satisfied with the form of authority provided, if the request is made on behalf of the
data subject.

Satisfied with the validity of your request.
Provided enough details to locate the information which you are seeking.
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